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Database Corruption and prevention

Introduction

Anyone working with database some or the other time faces problem of database corruption. The 
Database corruption can result in major downtime if not handled properly and proper care is not 
taken to fix it. While developers typically use more advanced database tools for large projects, 
Microsoft  Access has always been developer choice for Small database Application and also 
serves as a back-end data store by some third-party products. This article looks for actions to 
prevent corruption.  

Access is a “file system” relational database, storing every part of the database—tables, queries, 
forms, reports, etc.—inside one MDB file. It’s very rare to see corruption on a local database, 
where a single copy of the MDB file is stored on the hard disk and only worked on from that 
machine. This solution is unacceptable, however, because data applications are most effective 
only if they can be shared over a network. You’ll most often find Access being put to work in a 
multi-user environment.

Database Engine 

A database engine is the underlying component that a Database Management System (DBMS) 
uses to create, retrieve, update and delete (CRUD) data from a database.
Requests can send to the database engine via the DBMS's own user interface, and sometimes 
through a network port.

About Jet Engine 

The default database engine underlying Microsoft Access is known as the Jet Engine. Using the 
appropriate Jet database, which corresponds to your version of the Access Jet Engine helps to 
maintain the stability of your databases. Each version of the Jet Engine uses a different method 
of writing to databases. Jet Engines are not backwards compatible so that older Jet Engines can-
not perform read and write operations on newer Jet database file formats.  When Jet begins a 
write operation, it sets a flag and then resets the flag when the operation is complete. If a write 
operation is interrupted, the flag remains set.  The particular Jet database to be used with your 
version of Microsoft Access is as follows:

Microsoft Access Version Jet Engine Recommended Jet Database
Access 2.0 Jet 2.0 Jet 2.0
Access 95 Jet 3.0 Jet 3.0
Access 97 Jet 3.5 Jet 3.0
Access 2000 Jet 4.0 Jet 4.0
Access 2002 Jet 4.0 Jet 4.0
Access 2003 Jet 4.0 Jet 4.0
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Typical Causes of Database Corruption in Microsoft Access

Database Is Suspect/Corrupted Because of Interrupted Write Operation

if a database is open and is writing data & Access is incorrectly shut down, the Jet Database 
Engine may mark the file as suspect/corrupted. This can occur if the computer is manually turned 
off without first shutting down Windows or if power is lost. Other situations may not shut down 
Access but may still interfere with the writing of data to the disk by Jet while the database is open. 
This  can occur,  for  example,  when networks  experience data  collisions  or  when disk  drives 
malfunction. If any of these interruptions occur, then Jet may mark the database as potentially 
corrupted.

When Jet begins a write operation, it sets a flag and then resets the flag when the operation is 
complete. If a write operation is interrupted, the flag remains set.  When you try to open that 
database  again,  Jet  determines  that  the  flag  is  set  and  then  reports  that  the  database  is 
corrupted. In most cases, the data in the database is not actually corrupted, but the set flag alerts 
Jet that corruption may have occurred. In cases such as this, if you compact or repair, or do both, 
you can typically restore the database. Fortunately, there are ways to determine which user and 
which workstation is responsible for marking the file as suspect. 

Faulty Networking Hardware

In  this  case,  the  file  corruption  does  not  involve  the  Jet  Engine.  Rather,  the  file  is  literally 
corrupted by some outside cause. The cause can be one or more links in the hardware chain 
between the computer that the database resides on and the computer that has the database 
open. This list includes, but is not limited to, network interface cards, network cabling, routers, 
and  hubs.

Hardware-based corruption is typically indicated by .mdb files that cannot be restored through the 
use of compacting, of repairing, or of Jetcomp. Hardware corruption typically occurs until  the 
responsible hardware is repaired or is replaced. 

Opening and saving the .mdb File in Another Program

There is no way to recover a .mdb file that is opened and then is saved from different program. 
For example, Microsoft Word permits you to open an Access database, and then to save it. (No 
purpose is served if you open a .mdb file in another application because all you see are extended 
characters.) Saving the file this way causes the .mdb file to prompt you for a database password 
when you try to open the file in Access. This occurs although the file may have never been 
password protected in Access. The password prompt occurs in such cases because the first byte 
range that Access checks when it opens a file is the location where the database password is. If 
that byte contains corrupted data, Access treats the file as password protected. Even if there was 
a  way to  get  around  the  password  prompt  in  this  case,  the  database  is  still  unrecoverable 
because the binary structure is scrambled and therefore unreadable to Access. You must recover 
a backup copy of the file as the only solution in this case. 
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Mismatched Versions of the Jet Database Engine

If you run different versions of the Jet Database Engine in your environment, you can also cause 
corruption of an Access database. Different versions of Jet write to the database differently, and 
therefore can be the cause of corruption in a database.

Other Reasons for the Corruption 

Too many users for the processing capability of the computer. 
Poor structuring of the software that interfaces with the database. 
Power outages. 
Not installing the proper or latest updates and services packs for the operating system and 
database software. 
Multiple users attempting to access and modify the same data at the same time.
Using reserved words and reserved characters when naming database objects and fields
Failure  to  periodically  compact  your  database  leads  to  fragmented  data  and  indexes, 
unreliable table statistics and unpredictable queries 
Improperly disconnecting from a network 
If user leaves a connection to database open for Long Time
Old network cables, overheating and over worked switches or hub, creaky old network cards 
and badly written device drivers 

Methods That Can Be Used to Prevent Corruption

•Avoid incorrect termination.  Avoid incorrect termination of Microsoft Jet connections such 
as loss of power during database writes, manual shutdown, or allowing Task Manager to shut 
down the application.If power is lost during a database write, this can cause the database to 
be left in a suspect state. 
•Avoid dropping network connections.  
•Release All resources . When programming, close all DAO objects and ADO objects that 
you have open. Examples include Recordset, QueryDef, TableDef, and Database objects.
•Avoid for Fatal Errors.  Fatal system errors almost always cause incorrect termination. If 
your  database is  prone to  fatal  errors,  you must  resolve  the errors  before  the database 
becomes too damaged to open or to recover. 
•Use the Compact and Repair utility regularly. Access files never get smaller, even if you 
delete data, until you compact them, and a larger file is a bigger target for packet loss and 
other causes of corruption over a network. If you have any data in your user’s databases, set 
it to “Compact On Close” in the Options menu. If you’ve split your data onto a separate back 
end, then compact it regularly. It’s even possible to do this with VBA code, so you could set it 
to happen at a certain time, say midnight, if at all possible.
•No IPX use TCP/IP. Do not run IPX on a Windows NT-based Server where Jet databases 
are located across the network and the client is Microsoft Windows 95 with Internet Packet 
Exchange/Sequenced Packet Exchange (IPX/SPX). Instead, run TCP/IP on the Windows NT-
based Server and a dual protocol stack of IPX and TCP/IP on the Win95 client. (Windows 
NT-to-Windows NT with IPX/SPX does not cause the problem, nor does Novell to any client.) 
•Avoid continuous Open/Close . Avoid a large number of Open/Close Operations in a loop 
(40,000 successive open/close operations to over 1,000,000). 
•Split your database. Rather than sticking every object your database uses in one massive 
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MDB file and sharing the whole thing over the network, split the database into two pieces: the 
front-end forms, reports, queries, and data access pages, and the back-end tables containing 
your data. Place a copy of your front-end database on the local hard disk of each machine 
and link back to the tables that are sitting on a fileserver. This means that far less data has to 
be dragged around the network and exposed to corruption. Your database will also run more 
quickly and will allow you to make design changes to the front end while still using live data. 
•Take a close look at your virus-checking software. Any kind of TSR style “real time” virus 
checking can cause corruption in all kinds of files, Access more than any other. If you have a 
real-time monitor on your network, disable scanning of MDB files. Do remember though, MDB 
files are a good spot for virus writers looking to hide malicious code, so scan anything that 
comes into your network before letting it loose on your users. 
•Don’t  leave the database open.  Most backup software will  back up Access databases 
even  if  they’re  open,  so  it’s  tempting  to  leave  them  that  way.  This  only  increases  the 
possibilities of corruption, so get your users to close their applications, even over lunch hours
•Defragment your hard disk. MDB files often get quite big, and because they change in size 
so often, it’s not unusual for them to be split into several hundred fragments. (I think 1,200 
was my record, on a 60-MB MDB file.) This goes hand in hand with having a big-enough hard 
disk. Disks with little or no free space will become fragmented more quickly, and having less 
than 25 percent free space available on the drive will cause any defragmenter to work less 
efficiently. 
•Upgrade to SR-1 of Access 2000. While Microsoft is very quiet on the subject of database 
corruption, it’s just possible that it may happen less in SR-1. I don’t have any proof, but it 
doesn’t hurt and it may stop Access from crashing so often, which is a common cause of 
corruption. It’s also worth downloading updates to the JET database engine. This is part of 
the Microsoft Data Access Components (MDAC) package, which is updated regularly and 
can be downloaded from Microsoft’s Web site. 
•Remember to close the connection.  This may sound obvious (and I’m sure you’re all 
doing it  anyway), but  this is important  if  you use ADO or  DAO to connect  to an Access 
database. One little rs.Close statement is all  it  takes, but without it, you’ll  get a database 
which is corrupted twice, three times, or even more each day!

Methods to Fix Corruption
Before sending your corrupt database to an Access Database Repair company you should first 
try  following  guidelines  to  fix  the  corruption  yourself.  Often  the  corruption  level  if  treated 
immediately and correctly is  only  minor.  If  the corruption is left  untreated then it  is  likely to 
worsen considerably in a short period of time.

•Backup the corrupt file as soon as possible. The repair utilities can sometimes have an 
adverse effect on treating the corruption if the corruption level is high.  Therefore you should 
always ensure you have a backup of the corrupt file before trying to repair it.
•Delete .LDB file.  When an Access database is opened by Access or the Jet  database 
engine a new file with extension .ldb is created.  This file is used for synchronizing multi-user 
file operations and is therefore not needed for repair purposes.  If you cannot delete the .ldb 
file then it is highly likely that a user and/or program is still logged into the database.  You 
should close all open instances of MsAccess.exe and also close any software that could be 
logged into the database. If you still cannot delete the .ldb file, try restarting the computer that 
the database is stored on.
•Use the built-in Access 'Compact & Repair' feature. Microsoft Access has a very useful 
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feature  called  'Compact  and  Repair'  accessible  from the  Tools/Database  Utilities  menu.  
Note: **You can access this menu option even when no database is loaded into Access, 
therefore if your database won't even open you can still try this method. ** Before Performing 
verify latest Service Packs are Installed.
•Use  the  Microsoft  Jet  Compact  Utility.  Microsoft  have  developed  a  utility  called 
JetComp.exe which has been designed to try to correct minor corruption issues in Access 
databases.  In our experience this is much more successful in repairing corruption than the 
built-in feature of Access.  View more information about JetComp on Microsoft's Support web 
site: http://support.microsoft.com/kb/273956

Preventing corruption in future 

•Backup your database regularly
•Compact your database regularly
•Switching  to  a  Microsoft  SQL  server  database  will  eliminate  the  database  Corruption 
Problem entirely  as  SQL Server  does  not  suffer  from the same connection  dropping  as 
Microsoft Access JET Engine.
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